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Abstract An iRAM-based light-weight secure cryptographic algorithm implementation scheme is proposed,
which can execute multiple cryptographic algorithms concurrently without affecting the iRAM-assisted functions
of the system. The scheme restricts the sensitive data in the cryptographic algorithm implementation to a single
loadable segment, separates the non-sensitive data from this segment, and modifies the loading procedure of the
trusted applications to allocate only the segment containing sensitive data to the iRAM space. It can minimize the
occupation of iRAM by cryptographic operations. A series of representative cryptographic algorithms are
implemented on the real device. The experimental results show that the performance overhead of all cryptographic
algorithms is less than 4.3%, and each algorithm’s demand for iRAM is less than 4.5 KB, saving more than 78%
compared with existing schemes, which supports the deployment of the scheme on all mainstream platforms.
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TAERA M ECB#ER .

B BB SRR B FE IR 42 IR O T R,
S BB A SR I, AN PR v 7 1 e A e A R
Kt

O3 B AR B AR U B4 4 DRAM: 343 5K
IR 455 0 15 1 78 4 L T Y A 0 S s
BRI E

A B (IR T ): HE MR A3 TIR, RS
12 U (1A Hh A 4 SR 2 ) AR 11 28 Ak

s AR USRI AR B S EOM AR T . 3K
TS B b 2R AR F B R 1, CWh
b B AR 4R A 4 )Ry A8 4 43 A F Al {5 A ELF
CAF Y .data Bt 1. bss BE, #4834 4 DRAM 7,
AN i 24 iRAM Y 25 18] o 6T AR 0% g A/
SR, R v R R T R 220, AR
P F P RS L AR X, B AR ASEUT
B IR . AlE RN BT RSB R, 1
HEBHE AZ WX, REIGE w6 T
WAFL THE L & DRAM H, I DL LB th A & il
FH“22 4 iRAM 25 ]

AT B s AL R B (AT R X TS
JEASCHRE TG G 1 I e A S 1) 43 8 DA B U e =
5 Ws 5 BRI o B R T e, X T SM3, SM4,
AES F1 SHA3-256 5.7k, H Sz PR &), 5 Hu®
B4 0 O A I s AR £ AR /0 (Eb 4n SMA/AES ik b
BN TR0 int B8 A8 BEAF G 44000, B
SRR FUREIE S 5 . LA, A XX
BT Y43 B . X T SM2 Bk R RSA Bk, #EAT
R (AL 640 85 X% SM2 23 41 i % 55 15 A RSAES-
OAEP 2\ B I 4 0 1 52 B A7 48 5 43 15 % SM2
BT 44 A F RSASSA-PSS B4 44 vk 1 S FEL
PEATAR A3 i s B R

®1 FEBHEELATHEEEE

Table 1  Global variables in the implementation of cryptographic algorithms

[RAS A4 W Al Pl A
g paramFieldP e A RS FE R R AL p BigNumber x
g paramA, g_paramB LR HEEAINE 23 BigNumber x
g_PntGx, g_PntGy WEIRI I 2T G 19 X AebRAl Y AsAr BigNumber x
M2 g_paramN MR 25 G By BigNumber x
g Inv2 2 158 p (5T BigNumber x
g tIbG LA G0 2 1Y 1~256 ROT RS A AR bR BigNumber [256][2] x
v n PP CF (9035 1 e one |
””””””””””” smdsbox  S&  usignedcharpse] N
SM4 sm4_ck [ S5 CK unsigned int [32] \
sm4_fk R SHFK unsigned int [4] \/
T dome Ly e v
KT_init it S B B I A B R int v
AES FSb, FTO, ..., FT4 1EI] S & Mgk unsigned long [256] x
RSb, RTO, ... , RT4 Jm S G Bk unsigned long [256] x
RCON A unsigned long [10] x

BLHL: ARt DR ARBURE . B HATF . REESEL, RSATIEFI SHA3-256 551k 1y 5 B Hh B 42 8 ;. BigNumber /2 IR AP i £
256bit RALAEAEZ5H ;g _Inv2 JT Il 0 i e s AR I8 55, g _tlbG I T i 54 iy £ 5 i e i385
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Bk UL, A8 B e Ak i, — SR i
TE6 T 4.3 71 WP A 3 AR BUBEE (2 2) . FRATTHRE X
AR A7 G R, T OP-TEE OS M.bss Bt 45
Al BRI 4yHE 2 8], bss BB 2k 3 % 4 DRAM
o, BT DA SRR AN o B 4 iIRAM Y 25 ]

BEIL RO B R, B SM2 BTS2 B LK
RSASSA-PSS $J7-45 44 5315 B3 3 26 B s A 4l B vl
50 A SR, 2 AT AR AU FH % 4> DRAM T AN

B0 D) B RSASSA-PSS B 45 44 B b 1 & P i
I AT A I B A B TS B AR S R . T
SM2 B 72 44 A= UA b, % 7 i o FH 1 S R F AT
15 WL R = A28 40, OB R 28 44 T B (Msg) (& i
Sl fE N s N B TS N, S8
15 Msg . 2543 8981 (PbKey) M JH 2 0] 3% 51 b5 iR
fF(UserName); i B ol {5 0 AT 5 02% 19 25 3R D~
@%JBIEI gh AR, TFT“JEH?}L THR@D~O), F R

i 2% 4= iRAM . [& 3 1 4 43 51| ' 7R 5230 SM2 %17

% 4 (Signature), fI#

®2 FHEELAPERNS 3 LXEHREENEE

Table 2 Variables that store Type 3 non-sensitive data in the implementation of cryptographic algorithms

25 3R 0] 25 7 S [

ik A EaS B
SM2 Fik pbkey AN | PublicKey
LenofReturn{5} LRI int
O SsveAMImESE digest messkRm C®s unsignedchar[32]
T LenotMse fesmBkE i
UserName FHPRTHEIAR IR char*
LenofUserName JHP AT BRI int
Sy TEE_params {3 BRI (R N IS8 TEE_Param [4]
e D R B E R TR 24T B4 E e unsigned char [32]
temp_x 1R B 2R 25 e, v1)=[K]G ROREABFR x) BigNumber
temp_e A8 PRV E PR 44 TH B A e BigNumber
temp_add temp_x + temp_e (45 H BigNumber [2]
R AFFSEmL macomextpub
RSA B3k klen{5} char #&xCHY) N B EE int
hlen{3} TH R R BT A B E A unsigned int
ret{5} PRIASR [T int
© RSAES-OAEP Fiik  pHah  GESEOGEBAENEE 0 unsignedchar[64]
© RSASSA-PSSEEE  slen sk unsignedim

N R SR AV Sy aw LR S NS R < 15 i B = ot
B HFEARINST . EME-OAEP #il EMSA-PSS B % % 44 B AR AT o

CNIT SRR R LA S . BN, A8 e, char #F 31 NI K

E-9ab Vi BREIVA] B WS A
SM2EA A RSB Misg SM2RE 4 SR Misg. PhKey. | | SM2EEA RN
AP A R > V8 FH 48 30 FT 3 2 A Do | BB
B4R < B R < : @ 7,= SM3 (ENTL, | ID,lla b1 I| v 11, 11v,)

@ kell,n-1] e @M=z,|M

Signature ® (x. »)=[K]G l ® e=SM3 (M)

® r=(e+x) mod n

@ s=(0+d,)" (k-rxd,)mod n N| -

® Signature: (r, s) ’! SM2%4% RE %
SM24E 4 I E S ¥k O
1P 0B T 1252 Msg, PoRey, Signature SR B 3%
B R < REZR CGHESURIN)

B3 ST SM2EFXEZEENEPHRMA. IFERAREHENHIERAZBANARXE

Fig. 3

1030

Invocation between CA,TA and assisted TA which implement SM2 digital signature algorithm



BEVE T iRAM BT BE A 7 itk 5 0t 2 6 0 vk g A se

gismjziimxmu “inse
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Bl R < Signature | ‘
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Fig. 4 Invocation between CA,TA and assisted TA which implement RSASSA-PSS digital signature algorithm

Mo 78 SM2BUF & Kk vk, St F g
iy I FH L 42 ] R B vT {5 R R AT 4 44 B UE ;. B
A5 N FH AT B0 5 3R [B1560F 25 5

RSASSA-PSSEUF%4 2 AL EHGELIT 35
D) IWERELNBAREM; 2) XA H 173
78 3) WIS R IITE LB FRATEA
BT (5 BT A LR 2, 8 TFRRAEN: —
Jo T, AR 2 P SR A R 2 R B RSA L)
2 PERRARPY, BT LA B8 2 95 R URBE, A REAE
B RIS A AT O — L, PR 2 I T
FE R G2 T8, B LADCKE 25 38 1 e Sl B T
15 B TR 25 B /b e 4 iRAM I i, BOR
V22 B VA B v {5 W A h . 7E RSASSA-PSS %k
TR, R & i A R AT R
FHHEAT2E 40, IR %6 Bl AT A5 0 647 48 24 ik, 70
AT A5 AT 26 %328 555 IR [l 45 5

FATR: A~ Bk SN 28 At B R ] AT
5 REH, X Ry e AR 2K PR . B
3 A A R 18 4E R 48 Android (Linux N
%)M OP-TEE OS#l 3z fr Z e BEH B, H 5 x4
YER G W JHEE D RE BB, B LATE 2 A% 7 bt i
FH TR s 2 e 2 32 Sl R i, 2 ml s i (B 2
ASER ) T LA H Bh LB R AT .

6 MIEITfh

MARAM i 15 B 4 B8 G A T T DAl AR SCHE
B )7 %, SCHSF A 4 FreeScale (9 i.MX6Quad JT &
M, ZIT &ML 45 1.2 GHz (VU #% Cortex-A9 &b
AN, A5 DRAM %4 1 GB, iRAM % & 4 256
KB, H 125 [ iRAM %5 2 o4 32 KB (F1 % 5 3
REAE RS R iRAM 25 [A]),

6.1 iRAM {E A= iEfE

XFFREASTERH, 430l B B .
.data Bt Fil.bss Bt (KR HE LIS AGFB 4 K/ o 2850l
iR, YA N4, 64 F256 KB, #5E% iRAM
o AR R . SM2 5303k b R 2 0 P AT B bR Rk
BRIAME “1234567812345678”; RSAES-OAEP 45 1 th
(A2 (Label) Ry 28 45 £ o DN ml {5 1 R o 4% B S
7 NN R (1

#e: 76T {5 N O AR I KNG — BN S
KB 38 78 048 ml {5 0 0 F v s m 4T B g,
T ## %) OP-TEE OS SBx b vl {5 i H 4Bt T 8 KB 1)
BRas i) o SR A] {5 R S B il A AR RN, AE AT
15 N FH R 25 A5 3 E I DO AR AT, FE ks Rrh
AR SE B9 (0x12345678); 78 1 {5 1 FH 4% A 8
KA 2 TE T, R 2R 23 B {E R 55 T 012345678
() e AR btk HE T R S B AR RN

.data/.bss Bt: W5 M H7E S5 5 &4 UG B4
A map 1 3CHE, 10 ELF U BN A . Kb
MAwHFe, MIZICAE A FREL . data B A bss BEAY R/,

e FEVIAE R T, K RN — iR E
20KB, 7E map S, AT LAk HUHE A4 2 4 b ik 7
.data/.bss Bt 1 B9 F% ; I #& nT A5 B A B, BT LA
OP-TEE OS H14kHi.data/.bss Bt i i Mk, {6 5
R B AR ik, $2005 A SRR, 76 {5 0 FH &S
W7 )E, THE SRR A HER /N

FAT 5 R SM2 HF 48 44 5 (SM2_SIG) .
SM2 A AN 8 8:(SM2_ENC) . SM3 %5 i 24 5 45
2(SM3) . SM4 5r 41 % 5 % (SM4) . AES H ik
(AES-128). RSA$(F% %515 (RSA_SIG). RSA
NN A P (RSA_ENC)FI SHA3 5.1 (SHA3-256)
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Table 3 Memory usage of the implementation of cryptographic algorithms (B)

P X4 SM2_SIG SM2_ENC SM3 SM4 AES-128 RSA_SIG RSA _ENC SHA3-256

G 4444 3852 2232 1864 2376 4312 4296 2060
5] R Ex
FImEL H 104 135 200 232 200 14812 15972 200
A A
e .data 2044 2044 8 400 8 0 0 0

==y

bss 24952 24952 0 0 14376 0 0 0
Gh Oath!"”! 31544 30983 2440 2496 16960 19124 19628 2260
iRAM 14 ES IS 4444 3852 2232 1864 2376 4312 4296 2060
LB T2/ % 85.91 87.75 8.52 25.32 85.99 77.45 78.11 8.85

BEH: “.bss™H5 bss BLERHELISMKTR AR o

BT A S B AT 35 19l SR 43 5 ) . Oath Jr )
B4 0T A5 N AR B N data/ bss BEFEGETE 42 42 iRAM
o, BT IRAM A8 4t FH 5 2 BT A 48 Be i N A7
81 09 RN AR 5 28 % iIRAM (9 57 FH 4 R AR 9 K
AN 33 la — AT B R R AT & e Oath X iRAM
fif FH & A 2, B KA S SM2 A 81 I Bk i
87.75%.

FRATIA WA T 52 B AT 3 1) A5 4y B 5 08 A R
S ESId)E, SM2H AT RSA B %t iRAM (14
ZERINFE 4PN, BT SM2 FRSA HYBUT% 44 B F
LR B AE R SR B, BT DL IRAM A4 4
#R 0, TLIE R, nkAR RSB 5B RS RS
B0/ N iRAM H (A — e VEH
6.2 MBS,

AR ST ZE X R B Y S W AL S R T B — & T
15 WA BT ), 3XOR T AR SO RIS T {E
BB E S 8 T RARAR G ERE . AT
FH Cortex-A9 b B 45 H i 14 BE s 4% 57T (performance
monitoring unit, PMU) X} IX ¥ 35 43 52 W i7F 17 374
X F AN A B 1T 500 YT HOE- A

1) FIAE R R B R PP A% o o] {5 I A A in 2K
I [ 6 53 T AL R T A RS, K mT A
i) ELF ST M S 2 e 0 2% 2 N A7 BT F R sk 1]
Zead MR, Y AT A 1 AY 4 3 KHE A7 i AE 1 4
DRAM Hit, SEXmak it ] 2 82.22 ms, F&F A

J5 58 S BB R AF 1 T 24 e 4] o 85.23 ms,
h13.66%., YER*FH, Oath 75 2% 10 AR [a] fl 26
£ T 5 I D ) o 2 s ) 44 1.37%

2) WAL PERR IR AL o FRATT A3 PP AG TR AR Y
TR A SN (3 T 22 42 DRAM, R 4R S0 1)
OB S v AR UK SOs RP IRy ) L T
Oath J A% SCJ7 AR 1 % 15 S ik S e g . X
F SM2 53 J RSA F i, i PEAl A 15 ] 16 43 25 if
M RE . DARLGR 0 3 A S S M RE O S, SRt
J5 3RS L £ AR R AR, ST R
J A [ KN A (16 B~1 MB) 45 14 F AH X5 19 - 15
B gt Rk s s,

1 22 5 I PERE AL B0 T LAAS A R 2538

1) 5 5 4A 3 T 42 4> DRAM F4 %5 it 2 1k S 30 AH
b, AR S5 AR AN ST e B 4 e AR PERE
TR/, A RE R R T 7E—0.19%~2.25%
Z 18] (V-3 e /IMEL RN S5 R AB 43 1) RSA 28 4 B85 il
SM3H ). FEARZEOLT, A3 091k R
WAL b, EE R T iRAM MiESE #E KT
DRAM,

2) AR SCT AR A LB Bk B o B, AT EE
Oath 7 14 R J5 I 1) 22 5 JL-F- 1l L Z ANt

3) AT WO S B % A B Tk B R R i T
DIFESZ 0. T SM2 A EIIN Bk, N Ak 1) 7
PIPERETFES M 1.37%, MRS HIE R 1.11%, H&KRPERE

®4 EHEBIENTIES BEEIE SM2 HiE M RSA HiEH iRAM fE AE XL (B)
Table 4 Comparison of iRAM usage of SM2 and RSA algorithm before and after the optional separation of non-sensitive data (B)

FZRD0E SMa RSA SM2 ¥4 RSA %
Gz Jines fife % Gz g fif
] BEST BT 4444 3788 3852 3840 3656 4296 4428 4312
IR 3604 3548 3588 3728 3520 4152 0 0
WEY 1890 634 685 292 372 335 o 00
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Table 5 Ratios of the cryptographic algorithms’ performance with different protection schemes to which without protection (%)

. SM2 RSA

s o P pres s prom P pres SM3 SM4  AES-128 SHA3-256
Oath!"” 10029 99.77  98.63  98.89 99.90  100.06 99.81 99.98  98.59  99.80  98.81 99.87
AR 99.98  99.96  99.98  99.98 100.19  100.06 100.12  100.08  97.75 9999  99.38 99.16
(EnT 53 #9)
el 9749 98.92 9945  97.59 99.86  100.60 100.04 99.20 - - - -
(GREZE

T80 2.75%, HIRTESMR % 900 KB I E R . X T
SM2 $ 2 A R, B FIE M RE TR
2.51%, K%M N 1.08%, TEXT 4 KB TN B k745
B PR B RTTF RS, M 4.29%; XTI [\l K/ i
A, RSAF LR PERETF 8 A T 1.2%,

7 it

AR —Fh T iRAM B ARM F- &5 % i &
BB %E, R iRAM ) 4 BRAS 1 S 0 23 i 3k
BT A B8 PN A7 it e e e, [RIEE A ARM Trust
Zone B AR TIPSO Rt . R ML, AR SCE T
Xof 288 i B sk R i SRR AT B ) HE R R 43 DA e
AT 9% 3 BT {5 oL P BSHR B o 4 o R BE R AR
T iRAM MY THFE, (H157E iRAM f19 71 FE FEAIK 78% L4
RO, AR IR B 5 A& e i S8 B 3T Y
fig . iIRAM 5% 5 #E 19 B AR 1592 7 R AR IS 75 AN 52
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