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Abstract
new method can repackage apps without decompiling nor modifying the code and also supports packed apps. The

The authors proposed a new Android repackaging method based on Android app characteristics. The

method leverages multiple new code injection techniques to attach code to the app. Then, it adds a hook framework
to provide capabilities to modify the code behaviors. Finally, the app’s behaviors will be changed during runtime,
thus the app is repackaged. A prototype framework is also implemented. The experiments demonstrate that the
framework is compatible to different Android platforms and multiple packers. This research has proved that the
current packing techniques have some flaws and the method can be used in dynamic code analysis, defense policies
deployment and app modification.
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g so, FFa AT A AR K s UL St

1E so IR &b, HESE so By im0 T 1 FH
Xt so B A, 3T Native Activity FIHLE, AT LL
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1) 4 AEZSE so, SEHE Native Activity f/CHS 2
B, JF A s NP Main Activity . $f so ilLA
APK,

2) &2 AndroidManifest {7, B Main Ac-
tivity J&E, A FEN Main Activity,

3) 1524 AndroidManifest SCF, T Mt — 4~ Y
Activity, ¥ HF A Main Activity, JF7EJE P
BHiZ Activity H—> Native Activity, H5ZF Native
Activity i) so HHEZE so.

4) X APK HEBiit 1744

VUG, B 84T IF i, 1 555 3 Native
Activity, MEHEL so, PA5 /5 3 Main Activity,

U5 R A2 TC Android RRARZIR, AU
TR I so B ANER, i ESHINERHELE so, BT
SEHESE so W MZR I 2200, T LA b HIAE Application
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so AREEHLIIS 2 B L — B L1 0 FH 58 S PR A D, 1]
Native Activity #HLiI (4 5 2 B HLFS i
3.3 MAZEERPSED

M B = B ek, AR RS
MO, JFTREER A4 B, & WA R H 58 3%
PO ARG 5 2 1 B UE SO e R 2

BARTT LA Hook HEHR 24840 i FH 58 4%
PR, (K38 XT Hook HEZLJZ WK H . Mk,
FAVHEET Java BYJFEA LTI (S5 8 FH K sh 0k
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VFXF— 42 1Y S A A RBENE 42, AR 4 it
Vil JF IR %4 APL IRE ST, HI2 AT LME B0 K AR
5 R ,
331 SZEERWIE

Android $2 it APT AR IR & N HT 282415 B .
Kl 2 SRR IR A 0 H W, — i 5, FeETRH
FAE APT #5247 native 465 S 41 H Java APIL,
e A S AR SR B, TG ZEAE native £0AY
R LA T IE
A SCAE B 7 15 J& & 2 PackageManager Y get-
Packagelnfo API, H F PackageManager J&—~1%
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JEHXE 4, itk FTLUHIE Java B9 3h 25 AR ALH],
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332 SZEXHTEMENE

RIFF240E, Android A4R{E APT K 528
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Table 1 Comparisons among different code injection techniques
VES HEARXL Android *F-&5 LReEs s JABIAL
R AL dex i Jc classes.dex Application SZf4k
Multidex HL] dex >44 AndroidManifset Jo Application SEfi{kL
so fLH s0 ] % FE/JENH so T/ so g
Native Activity s0 i f AndroidManifset Jc Activity J7 3
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PackageManager manager = context.getPackageManager( ) ;
Packagelnfo packagelnfo = manager.getPackagelnfo

(packageName, PackageManager. GET_SIGNATURES);
Signature[ ] signs = packagelnfo.signatures ;

Signature sign = signs[0] ;

B2 E&FEWAE
Fig. 2 A method to get signature
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AN TR) (A6 A 2 B, {HR AR IBO T APK. 1Y i 46 PR A
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HEZR T 48 55, M 75 2 Root FL IR i Xposed™ Fll
Frida®*, #|4F Root HE42 Legend”**'fil YAHFADP®,
IEAk, BB FMESE SophixP™ | Tinker™™ il Amigo”
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Table 2 Packed app samples

Jnze s IS w4 A5 BT ) MD5
360 i & £4 360 %K root com.qihoo.permmgr 8.1.0.0 2017.11.28 898f3956¢378cd3a97c0cc6c2687f776
i TR AR [ i TR R A com.tencent.edu 3.14.0.11 2017.11.21 ff04f906e7f4416¢754626af0b30cc3
By HRL 5 22 4 RS com.moji.mjweather 7.0204.02 2017.12.5 de95abb9611edccf914934¢141183137
E L == 3 iz com.sf.activity 8.9.4 2017.12.8 d4a335502¢3de931a94f0ef950c58b00
A 25 FEHMAE com.whty.wicity.china ~ 4.4.0 2017.9.28 acel8dbaldabad773edacal 64858blae
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Table 3  Protections in packers

360 fiit [ {4 N N y
B TSR [ x N .
B B % A x J .
T P N «
) I x «

P R B, < FR TG

x4 TEARBIANFREFRTEEMAR T LHEHE
iE

Table 4 Effectiveness of different code injection techniques
for different platforms and packers

e IR 55 444 5.1.1 6.0.1 7.1.2
360 JfE 3 1,2,3 1,2,3 1,2,3
Ji# TR 1 3,4 2,3,4 2,3,4 2,3,4
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HEHE N 2% 1,3 1,3 1,3 1,3
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ML, 4 183 native activity HLH] .
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Table 5 Complete experiments for the framework
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