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Abstract The authors propose a practical and accurate cross site script prevention method based on delimiters for

UTF-8 encoded web applications. Only trusted delimiters are tainted into corresponding UTF-8 shadow bytes, and

these tainted shadow bytes are automatically propagated in web applications and can be directly delivered into

output pages. Cross site script is prevented by analyzing the tainted delimiters and HTML context of output pages.
A prototype called XSSCleaner is implemented on PHP. The evaluation shows that XSSCleaner can accurately

protect web applications from real world cross site script attacks with an average overhead 12.9%.
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ed2k ARAEbEE - & 4 XSSCleaner 7EMIX & T2 kBT 8] FF 54
2k ile] SRR <O ANA<SHEIAT Table 4 Overhead of XSSCleaner on benchmark T2
it wbl o Zond PR e
ed2k://|fileftest|ralert(123)+'|test/ IRY {2 XSSCloaner
2 BT (FRIZG BRI A B 1 Wordpress 293.0 320.53 9.40
<script language="javascript"> 2 Wordpress 254.0 301.46 18.70
$(’ed2k_YZ6").innerHTML=htmlspecialchars(unescape 3 Wordpress 2507 299.89 19.60
(decodeURIComponent('test')))+'("+alert(123)+' Bytes)'; 4 Wordpress 2319 29501 27.20
<script> 5 Discuz 60.0 64.79 8.00
6 MyBB 56.6 59.23 4.64
2 Discuz ¥ i) 55 ik B AR B 5 5241 7 MyBB 57.1 66.08 15.70
Fig. 2 Cross site script in discuz 8 AEF 25.3 2711 7.20
9 AEF 27.1 28.66 5.80
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Table 5 Comparison of taint meta-data space allocation
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Fric 7 Rk 30% % ah a5 ) 5 .
54.2 BHEFFEHERTLE
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FHRE., WLAE 1, Concat 251 Add ZeHefE LR K
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2% 7 Xt E XSSCleaner A1 WASPP U P25+
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Table 6  Statistics of string function usage in 5 applications

AT U

BR{F£T
aef discuz expcms  mybb  wordpress
Concat 2(.fl.=) 626 302 575 589 3557
Add 2(+) 1 0 1 0 0
FA iz 101 524 324 396 4322
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Table 7 Overhead comparison on string manupulation

VES FATER R AL PERERIR /%
String.Concat(String) 170.83
WASPP! StinrgBuilder. Append(StringBuilder) 7100.00
StinrgBuilder. Append(String) 2500.00
””””””” Swingeat =0
concat(.) ~0
XSSCleaner
strpos 16.70
str_replace 28.97
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Table 8 Overhead comparison on popular web application
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XSSCleaner Wordpress 18.7
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Table 9
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10 attacker vectors in benchmark T3
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<div>hello [uname]</div>
<input type="text" value="[uname]" />

<script>name="[uname]";</script>
<script>document.write("hello
[uname]");</script>

<script>eval("n="hello [uname]';"); </script> 5. alice';alert(123)//

3. alice";eval('alert(123)");"

1. <script>alert(123)</script>

2. alice" onclick="alert(123)

4. alice<script>alert(123)<V/script>

6. <a href="java&#115;cript:alert(123)">test</a>
7. alice" onmouseover="alert(123)

8. alice";window["ev"+"al"](‘alert(123)");"

9. alice\u003c\u0073cript\u003ealert(123)\u003c\u002f\u0073cr
ipt\u003e

10. alice\u0027\u003balert(123)//

MR EE T3 FEY 10 P RIEHAN

10 benign user inputs in benchmark T3
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Table 10
BEANLE R AR E SR
<div>hello [uname]</div> 1. alicescript
<input type="text" value="[uname]" /> 2. alicescript
<script>name="[uname]";</script> 3. alicescript
<script>document.write("hello [uname]");</script> 4. alicescript
<script>eval("n="hello [uname]';"); </script> 5. alicescript

6. <p>alice script</p><a href=http://pku.edu.cn>pku</a>
7. onclick=alert(123)

8. alice<scriptlalice@pku.edu.cn

9. alice<scriptlalice@pku.edu.cn

10. alice<scriptlalice@pku.edu.cn
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Table 11 Comparison of false positives and false negatives on benchmark T3
y i o LR A
BIEEIES

1 2 3 4 5 6 7 8 9 10 1 2 3 4 5 6 7 8 9 10
Filterl + + + + — — — — — — x x x x x x x x x x
Filter2 + + + + + + + + + + v v v v v x x x x x
Enhancer!! + - - + - - - — — — v v v v v v v x x x
PHPHard™! + + + + + + + + + + v v x x x v v x x x
XSSCleaner + + + + + + + + + + v v v v v v v x x x

VLR + 3R R UGl BB A, R B R BB VRS RVFRIA, < RN A SRR

Filter2 W AL g7 %, W IE4ES D i 4>
WaAT . 27 At s 1 B A By = A, (B RS
822, ARV A AT BRAT I P AR

Enhancer™ 4 75 £ 4 #7 45 £ 3¢ 8 1) DT i J7 8,
TE 4 v e B R, gk A P A B <script.
T BRI E N FAF R ICE, kB Z RN
XSS {EAZAL, HIC kB A A TRV s AR T i 1t
M, WIREZ, WHRARSSA U FFSCAi, %
Gy e R

PHPHard™ {5 g /- W4 45 JU I b F S0 i i
TR, FORIARAT I SR RE S T AT R
T o %I BAMH AR VT L, B8 AR Ly M B 50 15 3
AT T, (HIZ 7 S ARG S 2k T A%, 2 T
ESSNEE S 3 SHEXNF NS A 1) k7 I |
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AR v 2 = 2R R . 5 PHPHard A L, XSS-
Cleaner 7% J& 3| 3% 38 7 £F A 23 5| A B ol A< Mt
TN G B A5 AR A 125 3l D A o A 00 60 2140 7 1 B0 A
RO TR

M 11 fron, XSSCleaner SNi5 S Mrds & B
TSR, RO DG B IR DT L, T A 22 A
Y[ 25 3 AV AS Wi o o, DR REBG ARG . BTE S Y
5 0l A e o 7] i . XSSCleaner 45 & L F SCH T,
SRR SCARHEH <p>SF A R T A . XSSCleaner
(R A R A T S A AL B A — B A
A, JEHMPRAT S R RA YA &0
[A] B} A& A= 5F, XSSCleaner A 18 i3 ] 52 AR 6 m] 58 1
PEWEIN, e Ry il A By, gl AR .
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