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Abstract To acquire unique and random keys for chips from PUF, key extraction schemes for SRAM PUF are
introduced. These schemes include the hard-decision and soft-decision decoding ones involving concatenated error-
correcting code. By the actual responses of SRAM PUF' s on chips and software simulation, the effect of above two
schemesis verified. The result shows that, for SRAM PUF, the soft-decision scheme is more reliable and efficient.
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Table1l Simulation results for the key extraction schemes using hard-decision algorithms

ES P A X | SRR AR R
1 Co[7:2.3] Cacn [488, 299, 22] 1 3416 0.16
2 Co[7:2.3] Coon [1754, 742,105] 1 12278 5x10°
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Table2 Simulation results for the key extraction schemes using soft-decision algorithms

% PR S X [ SEBR R A
1 Co[311] RM (2, 6) =[64, 22, 7] 11 2112 1.6x 10
2 Co[311] RM (2, 7) =[128, 29,15] 14 5376 3x10°
3 I RM (2, 8) =[256, 37, 31] 6 1536 4x10°
4 I RM(2,9) =[512, 46, 63 7 3584 3x10°
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