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Abstract The authors use Passive DNS to log domain name query history of real campus network environment,
and construct eighteen feature sets grouping by diversity, time, growth, and relevance, and then propose a model
detect Fast-Flux Domains using random forest algorithm. The result shows that the proposed model can classify
domains with accuracy over 90% by cross validation experiments. The model can detect Fast-Flux domains in the

datasets used in this study more effectively compared with Fluxbuster.
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#timestamp| |dns-client ||dns-server||RR class||Query||Query Type| |Answer||TTL| |Count
1449763231.446715]|1162.105.129.27|1205.251.199.14| | IN| |bsveri.com. | |A|]|54.199.145.144]||60] |38
1449763231.446715]|1162.105.129.27|1205.251.199.14| | IN| |bsveri.com. | |A||54.65.54.163]|60] |38
1449763231.471277|1222.29.32.135](162.105.129.105| | IN| |vip.clickzzs.nl.||A||87.233.228.115]||600] |1
1449763231.502727|1162.105.129.58]1140.205.81.26]| | IN| |3rf78.duomeng.net. | |CNAME| |r.duomeng.net.||600] |1
1449763231.633706|1162.105.129.58][211.100.44.216| | IN| |www.logistank.com. | |A]|101.200.72.72]|3600] |1
1449763231.6662741162.105.129.85|1193.223.77.3| | IN| |[www.dikant.de.||A]|[185.21.102.223||3600]| |1
1449763231.671776|1162.105.129.85|1193.223.77.3| | IN| [www.dikant.de. | |AAAA| |2a00:1158:0:300:6d0b::1]|3600] |1
1449763231.6735241162.105.129.31188.221.81.192| | IN| |e4306.g.akamaiedge.net.||A]|[23.7.130.165||20] |1
1449763231.727131|1162.105.129.58||140.205.81.16]| | IN| |EtiZ8.duomeng.cn. | |CNAME| | r.duomeng.cn.||600] |1
1449763231.92777711162.105.129.27|1110.75.38.29] | IN| | 5ibada.taobao.com. | |CNAME| | shop.taobao.com. | |1800] |1
1449763231.966965]|1162.105.183.235]1162.105.129.135]| | IN| |www.bustynikkibenz.com. | |CNAME| |bustynikkibenz.com.||600] |1
1449763231.966965|1162.105.183.235|1162.105.129.135| | IN| |bustynikkibenz.com.||A||173.225.176.136]|600] |1
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Table2 Source of domain information
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http://untroubled.org/spam
http://www.phishtank.com

http://www.abuse.ch
https://zeustracker.abuse.ch
https://spyeyetracker.abuse.ch
https://palevotracker.abuse.ch
LA http://www.malwaredomains.com
http://atlas.arbor.net/summary/fastflux
http://www.malwaredomainlist.com
http://hosts-file.net

http://cybercrime-tracker.net
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Fig. 8 Malware domain identified by FluxBuster
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