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Abstract To study the vulnerability of Advanced Encryption Standard (AES) against electromagnetic side
channel attacks, based on the method of correlation electromagnetic analysis (CEMA) attack, the authors built a
platform to acquire EM emanation and process data, then performed a near-field CEMA attack against an FPGA
implementation of AES-128. The results indicate that the platform is able to acquire the EM emanation of the
encryption chip, and can retrieve all the 16 bytes of the 10th roundkey of AES. After the optimization of processing
data, the efficiency of CEMA is highly enhanced, namely the data needed to exploit the correct roundkey is greatly

reduced.
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Fig. 2 Position of probe
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Fig. 4 Max element vs. the most obvious peak
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